GDST

GIRLS' DAY SCHOOL TRUST

IT Acceptable Use Agreement

Applies to: Staff, Agency Staff, Self-Employed Individuals, Trustees, School Governing Board Members,
Volunteers & Contractors

| understand that working in an educational context brings with it high expectations of behaviour and
integrity, and responsibilities with regard to safeguarding. This agreement covers these expectations in the
context of the use of all digital technologies and equipment provided by the GDST regardless of the time at
or location in which they are being used.

I acknowledge that these rules will help to keep everyone safe and that GDST systems and users are protected
and monitored by security and filtering services, to provide safe access to digital technologies and the
internet.

I will:

e only use GDST digital technology resources and systems for work purposes, or reasonable personal
use that does not interfere with work.

e use a password that meets the GDST password policy and | will not reveal my password(s) to anyone
else. If my password is compromised, | will change it.

e use multi factor authentication if this has been enabled on my account.

e only communicate with pupils*, parents or staff in an appropriate and professional manner. When
communicating with pupils* | will observe the code of conduct contained in the GDST’s safeguarding
procedures, and when using social media, | will comply with the GDST social medial policy.

e only use Al tools in accordance with the guidance on the GDST intranet. | will use approved
closed systems, such as Microsoft Copilot and Google Gemini, for any personal or sensitive
data, and will not use other Al tools for this purpose unless they have appropriate protections
and controls in place.

* If I have a relative who is a GDST pupil, they are included in the definition of pupil here, only where | am acting in a
school capacity.

| understand:

e itis my duty to support a whole-school safeguarding approach and | will report any behaviour of other
staff or pupils, which | believe may be inappropriate or concerning in any way, to the relevant Senior
Member of Staff or Designated Safeguarding Lead.

e GDPR / Data Protection training is mandatory for all GDST employees. | will comply with data
protection law, and the GDST data protection and information security policies and procedures which
are accessible to me on the GDST knowledge hub.

e | will not be penalised for genuine mistakes when using GDST digital technology. If | suspect | may have
clicked alink in a phishing email in error, downloaded a suspicious file, or inadvertently allowed a third-
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party access to any GDST system, account, application or network | will immediately notify a member
of the IT team.

e that my behaviour online using GDST devices whether in school, Trust Office or elsewhere, may be
subject to monitoring and may be accessed to meet business needs.

I will not:

e allow other people to access or use any personal user account provided to me by the GDST or log onto
any device using my GDST credentials.

e use the GDST password or personal credentials of another member of staff.

e engage in any online activity that might compromise my professional status or responsibilities or bring
the GDST into disrepute.

e use GDST’s technology or equipment to support or promote extremist organisations, messages or
individuals and | will not browse, download or send material that is considered offensive or of an
extremist nature by the GDST. | will follow the standards set out in the GDST Safeguarding Procedures.

e intentionally download or run any software or resources from the internet that can compromise the
GDST IT network or might allow me to bypass the filtering and security system. | will not connect any
device to the GDST network that does not have up-to-date anti-virus software.

e | will not: use my personal email for school or GDST business and will not transfer GDST files or
documents containing the personal information of pupils, parents or staff, or GDST sensitive business
information onto them.

e | will not: use personal messaging apps (for example WhatsApp) to share personal information of staff,
students, alumnae or parents, or to communicate with students

e store GDST sensitive information on my own devices, data storage device or cloud storage area. | will
not use personal digital recording devices for taking, editing or transferring images or videos of pupils*.

* If I have a relative who is a GDST pupil, this obligation applies, only where | am acting in a school capacity.
User Signature

| agree to abide by this ICT Acceptable Use Agreement and understand that failure to comply with it may lead
to having my ICT access suspended and/or disciplinary action.
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